
Cyber risks 
trends and   

effective 
mitigation

Allianz Global Corporate & Specialty Webinar

December 6, 2021

©
 A

ll
ia

n
z
 2

0
2
1



Shanil Williams 
Global Head of 

Financial Lines AGCS

Agenda

1 Cyber risks and insurance claims 4 Cyber crisis management

2 Cyber hygiene matters 5 Q&A

3 Cyber insurance market outlook

2

Scott Sayce
Global Head of Cyber, 

AGCS and Allianz Group

Robin Kroha
Head of Cyber Crisis 

Management, Allianz Group



Allianz ransomware report

CYBER RISK TRENDS
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• The ‘ransomware 

pandemic’

• New attack patterns

• Cyber claims analysis 

• Tipps for effective cyber 

hygiene

Visit our website agcs.allianz.com/news-and-insights   



Cyber risks and
insurance 



A ransomware pandemic

CYBER RISK TRENDS 
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Cyber claims on the rise

LOSS TREND PATTERNS 
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Source: Based on the analysis of 2,916 claims worth €751Mn (US$885Mn) reported from 2015 until June 30 2021. Total refers to all cyber-related claims, not just ransomware incidents. Total value also 
includes the share of other insures involved in the claim addition to AGCS.
Data Analysis & Graphic: All ianz Global Corporate & Specialty 
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Cyber Hygiene
Matters
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Our criteria to assess security posture

GOOD CYBER HYGIENE
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Cyber Insurance
Market Outlook

9



Holistic approach to cyber resilience

PREVENTION, TRANSFER, CRISIS SUPPORT
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Business Continuity
Planning



Cyber Crisis
Management
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Combining insurance expertise with cyber 
risk and crisis management capability

ALLIANZ CYBER INSURANCE CONSULTING
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Risk Dialogues: 
Risk Identification & 

Assessment

• Support AGCS cyber 

underwriting and policyholders

• Assess cyber resilience and IT 

security posture  

• Assess how cyber risks affect 

businesses based their value 

creation and ‘crown jewels’

• Guidance on how to strengthen 

cyber resilience 

• Cyber crisis management 

planning 

Crisis response for AGCS 
Cyber Premium Protect

• Advise insureds during severe 

cyber incidents or crises

• Co-ordinate service providers to 

support insureds during cyber-

related incidents or crises 
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